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Cyber Security Protection in ICS (Industrial Control Systems), especially in the Hazardous Materials Industry

Yosi Shavit MBA, CISO, CISM, CDPSE, CC
Head of ICS Cyber Security Department
Ministry of Environmental Protection

Q +972-58-6662242

@ yosish@sviva.gov.il , yosish@indu-sec.co.il

A
&Y - www.sviva.gov.il , www.indu-sec.co.il

https://vitbhopal.ac.in/

Yosi Shavit MBA, CISO, CISM, CDPSE, CC - Information Security & Cyber Expert
Head of ICS Cyber Security Department

2024 1 16 Cellular: 058-6662242 Mail: yosish@sviva.gov.il yosish@gmail.com


mailto:yosish@sviva.gov.il
mailto:yosish@indu-sec.co.il
http://www.sviva.gov.il/
http://www.indu-sec.co.il/

ICS Cyber
{ @ Securlty

N"YYNI NM0ON NN WX — VY ol
N2'20N NIANT7 TYwnn

IR [1"1D0N — Bsc. NN1IdN NOTIN NaIA

NNINS5N NL'0N1IXN — MBA D'POY 701N YW IXIN

D''N71vn ISC2 , ISACA 112X nyun CC, CDPSE,CISM :niMmiIx72'2 12'"0 Nidnon

VTN NIDYNA [IYKRY ININ N1NAN2 1270 ‘0017 NMTERA NXN

(nirntwyn) OT NNl T NIDIYN 120 NIANI VTN NNVAN 'RYINA |I'01 Niw 25 7un
7120 NIAI?11DV — HANDS ON ni7'yo

2'"NN [7ND 010NN DNIND NYYYNT 1270 1T — NMAIRITINN N2md e

N"YYN '7U9N01 N2''NN 12"0 N'X712017 RIA qnon — n'x7121 namd ¢

Yosi Shavit MBA, CISO, CISM, CDPSE, CC - Information Security & Cyber Expert
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Source: https://cameochemicals.noaa.gov/
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NFPA 704
Diamond Hazard Value | Description
’ Health 1] Mo hazard beyond that of ordinary combustible material.
‘ Flammability 4 Burns readily. Rapidly or completely vaporizes at atmospheric pressure and normal ambient temperature.
<> Instability 1] Mormally stable, even under fire conditions.

<> Special

(NFP&, 2010)

PACs (Protective Action Criteria)

Chemical

PAC-1

PAC-2 PAC-2

Hydrogen (1233-74-0)

65000 ppm W % % | 220000 ppm W % % | 400000 ppm W % % | LEL = 40000 ppm

(DCE, 2015)

& W W indicates value is 100% or more of LEL.
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Hindenburg disaster occurred on May 6, 1937

The German passenger airship LZ 129 Hidenburg
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https://www.youtube.com/watch?v=CgWHbpMVQ1U
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Head of ICS Cyber Security Department
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Commands

HMI = Human — Machine Interface ICS = Industrial Control Systems
Yosi Shavit MBA, CISO, CISM, CDPSE, CC - Information Security & Cyber Expert
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Head of ICS Cyber Security Department
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in the north of England
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Separation Iy rogen CO+H,0 = Hy 4€0,
*Steam
| Oxveen Y H,| Water-gas
Gasification shift
"] GasCleaning
T Pre-treated coal/
Biomass

Cost: ~51.9/kg Hy; Emission: 14-60 kg CO5/kg H;

H, Separation | Hydrogen
—

Type of Reaction
Na + H,O —
NaOH + H»
—_—
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Seveso Seveso Cas # Material
5591 9 77 995 0 9 5
Upper Lower ﬂ D1j Nﬂ ﬂ: UPW 71-‘ D D 3310733 D 7731?7;7 ﬂ D.U
Tier Tier
(Tons) (Tons)
20 10 151-56-4 Ethyleneimine A2
20 10 1182-41-4 Fluorine NE]
— 5 50-00-0 | Formaldehyde (CONCENTTAtoN = DT =——t—]
< 50 5 1333-74-0 | Hydrogen 15 > ) )
— % 7647010 | Hydrogen Chioride iguelied gasm———1T7] Seveso Lower Tier Seveso Upper Tier
50 5 Lead alkyls A7
68476-85-7 | Liguefied flammable gases, Category 1aor 2 | .18
200 50 HZ20, H340, |(including LPG) and natural gas
H350
50 5 74-86-2 Acetylene 19
- - [o7v8 |Ethylene onde 2 Material Seveso Lower Tier Seveso Upper Tier
50 5 75-56-9 Propylene oxide 21
5000 500 67-56-1 Methanol 22
0.01 101-14-4 4, 4'-Methylene bis (2- chloraniline) and/or | .23 HYd rOgen > 5 Tons > 50 TOnS
: salts, in powder form
015 624-83-9 | Methylisocyanate 24
2000 200 1782441 Oxygen 25
100 10 584-84-9 24-Toluene diisocyanate 26
91-08-7 Z6-Toluene diisocyanate
0.75 0.3 75-44-5 Carbonyl dichloride (phosgene) 21
. ) R ) 1]
1 02 7784-42-1 | Arsine (arsenic trihydride) 28 (J 7 1 OO) 1020 v INNNN Wwnn 2% 213nn ']|'7nn — |p10Nn ']|'7nn
1 0.2 7803-51-2 | Phosphine (phospharus trihydride) 29
1 10545-99-0 [ sulphur dichloride 50
75 15 7446-11-9 | sulphur trioxide 31
Polychlorodibenzofurans and 32
0.001 polychlorodibenzodioxins (including TCOD),
calculated in TCDD equivalent
Yosi Shavit MBA, CISO, CISM, CDPSE, CC - Information Security & Cyber Expert
Head of ICS Cyber Security Department
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Yosi Shavit MBA, CISO, CISM, CDPSE, CC - Information Security & Cyber Expert
Head of ICS Cyber Security Department
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Yosi Shavit MBA, CISO, CISM, CDPSE, CC - Information Security & Cyber Expert
Head of ICS Cyber Security Department
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Cyber Manual
Adhering to the cybersecurity
requirements of a toxins permit

July 2020

Ministry of Environmental Protection
Emergency and Cybersecurity Division
Industrial Cybersecurity Department
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